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Jon J. Pinney, Esq. 
Managing Partner 
Kohrman Jackson Krantz 
Cleveland, Ohio 
216.736.7260 – jjp@kjk.com 
 
 
As KJK’s Managing Partner, Jon leads the firm’s experienced team of attorneys and staff in serving a wide 
array of clients such as privately-held businesses, entrepreneurs, non-profit organizations and high net-worth 
families. 
 
With a sophisticated wealth and risk management practice, Jon manages hundreds of millions of dollars in 
assets for high net-worth families, including some of the Midwest’s leading philanthropic families. He also 
uses his business savvy and drive to win for the benefit of companies of all sizes, helping them mitigate risk 
and create blueprints for growth. Jon is an attorney to whom clients turn for bold leadership in times of crisis, 
as well as for strategic partnership for the future. 
 
Jon also has comprehensive experience in real estate development, construction and property management, 
acquisition and financing of properties across the country, as well as construction agreements, construction 
financing and landlord-tenant agreements. Jon started his career as a litigator handling high-profile complex 
cases on behalf of publicly-traded companies. Today, he assists his privately-held clients in managing “bet the 
business” complex cases and investigations around the country. 
 
A committed civic leader, Jon has worked on several major public-private projects. He spent ten years 
attempting to secure a national political convention and worked tirelessly on the prior unsuccessful bids in 
2008 and 2012. In 2014, he authored the winning 345-page bid to ultimately host the 2016 Republican 
National Convention and served as the General Counsel, Secretary and Treasurer for the Host Committee. 
That civic spirit extends into his numerous board leadership roles and relentless drive to move Northeast 
Ohio forward. 
 
He graduated from John Carroll University, B.S., in 1997 and Cleveland-Marshall College of Law, J.D., in 2000. 
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Robert A. Young, Esq. 
Managing Partner 
English Lucas Priest Owsley 
Bowling Green, Kentucky 
270.781.6500 – byoung@elpolaw.com 
 
 
Technology can be your best friend if you’re an attorney – or your worst enemy if you fight it. 
 
As Bob Young sees it, lawyers have a duty to keep up with advances in technology that can help them 
practice law more efficiently and keep their work more tightly connected with their clients. He has become 
one of the foremost advocates for attorneys embracing social media, utilizing iPads, blogging and cloud 
computing in the American Bar Association, serving as Chair of the Law Practice Division from 2014 to 2015. 
In 2016, he was appointed to the ABA Legal Career Central Board and ABA Law Practice Division Council. He is 
a frequent national-level speaker and author on topics relating to law office management and technology 
and regular attendee at the ABA TECHSHOW, an annual event that showcases the best in legal technology. 
 
“Many people feel that they simply don’t have time to learn new technology,” Bob says. “For lawyers, it is 
imperative. If you represent people in court cases, you need to understand how people are using technology 
in their daily lives to even understand what might be subject to discovery in a case and how to advocate for 
your clients’ best interests. You also find new ways to communicate with clients about their cases that are 
very appealing to today’s savvy clientele. Time spent in professional development learning technology pays 
you back in efficiency and satisfied clients down the line.” 
 
Bob’s passion for technology is an extension of his natural curiosity. He has spent most of his career in the 
area of medical malpractice, particularly in the area of medical devices and medications. He has practiced law 
for nearly a quarter of a century, learning lots along the way and wanting to continue his education every day 
as he researches cases. “What I really enjoy about my work is the research it takes to discover how a medical 
procedure, drug or device is supposed to work, and then finding out why it did not work,” Bob says. “It 
requires analytic abilities and knowledge of how health care institutions work. The experience I have and the 
extensive contacts I’ve developed are essential to building a good case.” 
 
Among Bob’s most notable cases was handling a class action suit against Merck for damages due to its Vioxx, 
which it removed from the market. In that case, Bob represented 19 clients for more than five years. “One of 
our strengths is that we have a very capable and stable staff, and we have the ability to follow things through 
consistently for years if necessary,” Bob says of ELPO. “In this case, there were many plaintiffs from our area 
and we were up against a large corporation in a distant area, which made the work all the more difficult.” 
 
Outside of his medical malpractice work, Bob has also become known as a competent, fair and impartial 
mediator, working with both sides in a case to come to resolution. Mediation has become much more  
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common in recent years as court dockets have gotten crowded and costs of litigation have climbed. A natural 
negotiator, Bob enjoys finding the points on which both sides can agree and end a dispute. “Mediation is one 
of my favorite things to do as an attorney,” Bob says. “I see this business increasing in the coming years and I 
anticipate that my experience with many different lawyers throughout the country will be a great benefit in 
helping two sides reach agreement. Mediation for others also helps me negotiate my own cases.” 
 
Besides the demands of a rigorous law practice, Bob has four daughters. The two youngest are adopted from 
China, and have added a richness and depth to his family. Bowling Green is increasingly diverse, and Bob says 
he never feels out of place with his blended family anywhere in town. His oldest daughter is a special 
education teacher and one played soccer at Western Kentucky University. He loves spending time with his 
family. What makes that all possible, Bob says, is ELPO’s guiding belief that happy lawyers are better lawyers. 
The working conditions make it an ideal situation. “We don’t stress number of hours at our office,” Bob says. 
“We emphasize making sure the work gets done and gets done right. Our attorneys are able to focus on their 
family. It’s not about getting your hours in. Clients appreciate that. We don’t waste their time trying to boost 
our own bottom line.” 
 
 
 
April 2019 
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Responding to the Coronavirus Pandemic

The Law Firm of the Future:
The Managing Partner’s Perspective
An MPF Webinar with Jon Pinney and Bob Young      
July 22, 2020 – 2:00pm ET

• President, TheRemsenGroup

• President & CEO, Managing Partner Forum

• Strategic Planning, Marketing/Business 

Development, Firm Retreats, COO/CMO Search

• Fellow, College of Law Practice Management

• Speaker:

American Bar Association

Association of Legal Administrators

Legal Marketing Association

MPF Annual Conference 

Law Firm Networks

• Education: 

MBA – University of Virginia

BSBA – University of Florida

John Remsen, Jr.
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• National Law Firm Practice Leader, 

Risk Strategies Company

• Founder, 

The Managing Partner Roundtable

• Speaker:

American Bar Association

Association of Legal Administrators

Managing Partner Summit

MPF Annual Conference 

Law Firm Networks

• Education: 

BA – Yeshiva University

Uri Gutfreund

• Managing Partner, KJK

(Kohrman Jackson & Krantz)

• 40 lawyers based in Cleveland, Ohio

• Corporate, Estate Planning

• Trustee, Rock & Roll Hall of Fame

• Speaker: 

MPF Leadership Conference

• Education: 

Cleveland State University – JD

John Carroll University – Bachelors

Jon Pinney
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• Managing Partner, ELPO Law

(English Lucas Priest & Owsley)

• 30 lawyers based in Bowling Green, Kentucky

• Past Chair, ABA Law Practice Division

• Author and Speaker:

ABA Tech Show

MPF Leadership Conference

• Education: 

University of Louisville – JD

Western Kentucky University – BA, Government

Bob Young

• Opening Remarks

• Survey Results 

• Comments from Jon and Bob

• Group Discussion 

• Audience Polling and Questions 

• Recording and Handout Materials

TODAY’S SESSION
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3%

28%

52%

6%

Decrease

About the Same

Moderate Increase - 10-24%

Substantial Increase - >25%

REGISTRANT SURVEY QUESTION #1
Impact of COVID-19 on Future Investment in Technology
(115 firm leaders; July 18-21, 2020)
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22%

17%

28%

23%

2%

Not sure

Decline  -  > 25%

Decline  -  10-25%

About the Same

Increase

REGISTRANT SURVEY QUESTION #2
Impact of COVID-19 on Future Office Space
(115 firm leaders; July 18-21, 2020)

22%

3%

30%

38%

3%

Not sure

Decline  -  > 25%

Decline  -  10-25%

About the Same

Increase

REGISTRANT SURVEY QUESTION #3
Impact of COVID-19 on Future Support Staff
(115 firm leaders; July 18-21, 2020)
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AUDIENCE POLLING QUESTION #1

How Many Lawyers Are With Your Firm?

The Law Firm of the Future: 
The Managing Partner’s Perspective
By: Bob Young, Esq., Managing Partner

• Moving your IT to the Cloud

• Space – do we really need more?

• Virtual Receptionists

• Time and Billing Software

• Taking your office on the go!
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AUDIENCE POLLING QUESTION
(72 law firms, July 8, 2020)

When it Comes to Adopting Technology 
to Improve Firm Performance, Our Firm is...
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AUDIENCE POLLING QUESTION
(72 law firms, July 8, 2020)

How Does Your Firm Staff its IT Requirements?

REGISTRANT SURVEY QUESTION
Your Confidence in Your Firm’s IT Department
(76 firm leaders; July 2-8, 2020)

52%42%

3%
3%

Highly Confident

Somewhat Confident

Not Confident

Not Sure
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THE LAW FIRM OF THE FUTURE

July 22, 2020

THE EVOLUTION ACCELERATION
HAS BEGUN

• Law firm evolution acceleration caused by COVID-19
• ALSPs disruption will continue
• Technology investment will increase
• Advancing firms will dominate

17
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THE TRADITIONAL LAW OFFICE IS DEAD

• 30% to 50% reduction in office space
• Hybrid remote workplace
• File-less, paperless and automated
• 100% cloud-based remote environment
• Centralized administrative services

NEW TECHNOLOGY-BASED PRACTICE 
GROUPS WILL DOMINATE

• Process & Project Management Services
• Legal Process Optimization
• Contracts Management
• Regulatory Risk & Compliance
• Intellectual Property Management
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IMMEDIATE IMPLICATIONS

• Obsolescence is becoming apparent
• Cyber breach heightened risk
• Culture and morale challenges
• Training and mentoring struggles
• Ergonomics and home workplace issues rising
• Marketing and business development strategies have shifted

LONG-TERM IMPLICATIONS

• Law firms will evolve into quasi-technology firms
• ALSPs and AFAs will see continued growth
• Non-lawyer headcount will rise
• Erosion of licensure jurisdictional boundaries

21
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Responding to the Coronavirus Pandemic
The Law Firm of the Future:
The Managing Partner’s Perspective
An MPF Webinar with Jon Pinney and Bob Young      

Culture in the Changing Environment

• 62% of workers are working remotely during pandemic

• 59% of workers prefer to stay working remotely even after restrictions lifted 

• 38% of workers actively engaged, while 13% are actively disengaged

• Well-being has hit a record low of 46% with WORRY & STRESS leading causes 

Gallup
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Responding to the Coronavirus Pandemic
The Law Firm of the Future:
The Managing Partner’s Perspective
An MPF Webinar with Jon Pinney and Bob Young      

AUDIENCE POLLING QUESTION #2

When Do You Anticipate That Your Law Firm Will 
Return to Some Sense of “Business as Usual"?

25
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“Never Let a Good Crisis Go to Waste.”

• Demonstrate Care for People, Clients and Community

• Stay Educated and Updated

• Think Strategically

• Communicate Clearly and Frequently

• Keep Open Communication Lines

• Stay Cool, Calm and Collected

• Refer to the Experts

• Maintain Credibility, Reliability and Intimacy 

GUIDANCE FOR LAW FIRM LEADERS
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MPF RESOURCES

• MPF Website – www.ManagingPartnerForum.org

• The MPF Weekly 

• MPF Webinars and Handouts

• Next Up: You Tell Us!

• MPF Leadership Conference – Sept 30-Oct 1, 2020

• MPF Listserv and MPIE Conference Calls

• Webinars for Your Firm or Organization

CONTACT US

Uri Gutfreund
212.826.9744
uri.gutfreund@risk-strategies.com

Jon J. Pinney, Esq.
216.696.8700
jjp@kjk.com

John Remsen, Jr.
404.885.9100
jremsen@theremsengroup.com

Robert A. Young, Esq.
270.781.6500
byoung@elpolaw.com
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Responding to the Coronavirus Pandemic

The Law Firm of the Future:
The Managing Partner’s Perspective
An MPF Webinar with Jon Pinney and Bob Young      
July 22, 2020 – 2:00pm ET
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Responding to the Coronavirus Pandemic 
The Law Firm of the Future: The Managing Partner’s Perspective  
An MPF Webinar with Jon Pinney and Bob Young 
July 22, 2020  
 
Alternative Legal Services Providers (ALSPs) to Keep an Eye On 
 
During our recent MPF Webinar with Jon J. Pinney, Esq., Managing Partner of Kohrman Jackson 
& Krantz (KJK) in Cleveland, Ohio; and Robert A. Young, Esq., past Chair of the ABA’s Law 
Practice Division and Managing Partner of English Lucas Priest & Owsley (ELPO Law) in Bowling 
Green, Kentucky, Jon advised law firm leaders to keep a watchful eye on the growing number of 
alternative legal service providers. There are a few on his list: 
 
Avvo 
An online marketplace for legal services, that provides lawyer referrals and access to a database 
of legal information consisting primarily of previously answered questions. Lawyer profiles 
include client reviews, disciplinary actions, and peer endorsements. 
 
Axiom 
The self-proclaimed leader in global, on-demand lawyers and legal talent for in-house counsel. 
 
Elevate 
We provide consulting, technology, and services to law departments and law firms, offering 
practical ways to improve efficiency, quality, and business outcomes. 

 
LegalZoom 
With flat-fee pricing and attorneys in all 50 states, LegalZoom is “a movement to make legal 
help available to all.”  

 
Rocket Lawyer 
Rocket Lawyer claims to “offer legal services you can trust at prices you can afford.” Affordable 
legal advice. Get quick answers from real lawyers. 
 
 
As well, Jon shared The Law Stars Blog, which follows the unstoppable growth of ALSPs in the 
legal services industry.  
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LAW PRACTICE MANAGEMENT

As I write this month’s column having recently returned from 
the 2020 American Bar Association TECHSHOW, it is 
now a couple of weeks later and I am staring at the Gov-

ernor’s order almost mandating us to work from home due to the 
spread of COVID-19. In a tweet earlier this week, Jack Newton, 
the founder of Clio, states, “Legal is seeing 5 to 10 years of techno-
logical transformation compressed into 5 to 10 days.” In a separate 
tweet, he goes on to say, “What was innovative in legal 6 weeks ago 
is table stakes today.” For most lawyers and your teams, the ability 
to access your office is your lifeline. Many have prepared for this 
day. But if you haven’t, it is not too late.

Technology has its challenges. One of the biggest is the resistance 
from lawyers to change. However, for almost every Kentucky lawyer, 
technology has become fully integrated into the practice of law. Not 
only is our legal work more dependent now on the use of technology 
than ever, it also helps us to practice more efficiently, serve clients 
more effectively, and better manage our daily lives. In today’s world, 
effective technology should allow you to practice from anywhere. 

MOVING YOUR IT TO THE CLOUD
So where do you start? One of the first issues being addressed 
by firms is the traditional form of having all of their technology 
onsite and being managed by the attorney or an in-house IT team 
member. Part of the reason for this approach is lawyers are reluctant 
to share sensitive client information outside of their office. 
However, a number of firms are changing this approach and finding 
it is more efficient and cost effective to take these services to the 
Cloud. Simply put, Cloud computing is the delivery of computing 
services—including servers, storage, databases, networking, soft-
ware, analytics, and intelligence—over the Internet (“the Cloud”). 
The advantage of having your office in the Cloud, is you can access 
it from anywhere at any time. 

BY ROBERT A. (BOB) YOUNG

B E I N G  A B L E  
T O  W O R K  F R O M 
A N Y W H E R E :
THE NEW NORM  
AND NECESSITY

LAW PRACTICE MANAGEMENT
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The Cloud industry has changed tremendously over the past decade. 
Today, it has proven itself to be reliable for functions such as storing 
of documents, important client contacts and information, email, 
phones, security, even time and billing. All of this can be done from 
your office, home or sitting on the beach during vacation. 

Many have the wrong impression that working in the Cloud is too 
expensive. On the contrary, the Cloud offers tremendous cost sav-
ings in terms of IT overhead. When a firm moves to the Cloud, the 
firm generally does not have to spend money on hardware, backups, 
remote access, security, and support. These important functions are 
generally part of the products and services offered by legal Cloud 
providers. Case management companies like Clio, Rocket Matter 
and Smokeball do it all at a very reasonable price.

TIME AND BILLING SOFTWARE
You should also be able to input your time and send your bills from 
any place and at any time. My biggest takeaway from this year’s 
ABA TECHSHOW in Chicago was experiencing the EXPO hall 
filled with a large number of new time and billing companies and 
financial analyst vendors. Not only is it imperative to capture all 
time worked, but also is the capability to analyze the data collected 
in order to make informed decisions regarding practice and firm 
profitability. Because of the entry of many new companies into the 
market, the cost has come down tremendously, while the quality of 
the product and their ability to integrate with your current system 
has gone through the roof. 

I have used iTimekeep almost since its 
inception. Companies like iTimekeep allow 
lawyers to input their time as it is worked, 
thus decreasing the risk their time may not 
be captured. This can be done on a desktop 
computer, laptop computer, mobile phone, 
or any tablet.

iTimekeep advertises on its website that 
it creates better timekeepers by removing 
the barriers to time entry through enabling 
contemporaneous time entry. Contempo-
raneous timekeeping produces the most 
accurate records, minimizes time leakage, 
creates faster billing cycles and leads to less 
billing errors, quicker payments, and thus 
happier clients. Some advantages of iTime-
keep include:

Increased Velocity: Velocity (in days) is the 
term we use to measure how fast time cards 
get into the system from the moment the 
work is performed. The closer to zero days, 
the better the velocity. With iTimeKeep, the 
average velocity is less than one day, com-
pared to five days without iTimekeep.

Records Smaller Tasks: When timekeepers enter time using iTime-
keep, there is a 60 percent increase in the likelihood of capturing 
smaller tasks.

Keeps Accurate Records: The faster the velocity, the more accurate 
the records, which means billing for the right amount of hours and 
keeping clients happy.

Minimizes Time Leakage: 63 percent of firms that are not practic-
ing contemporaneous time entry believe that they are leaking time 
due to poor time entry practices.  Attorneys that use iTimekeep 
enter 15 percent more time than those that do not. How much is 
your firm leaving on the table?

GETTING PAID
Capturing time is only one component of a profitable practice. 
Practices can also increase their profitability if clients are provided 
with a variety of payment methods that are easy to access. Most 
clients don’t write checks anymore, especially millennials who often 
don’t carry a checkbook. Today, every profitable practice requires 
an electronic pay system - a one click checkout like everything 
else we buy. 

My second biggest take-a-way of the ABA TECHSHOW was the 
sheer number of new payment vendors,   like LawPay, Intellipay, 
and  Legalpay to name a few. 

Talk to us about LEGAL MALPRACTICE
And learn why lawyers throughout Kentucky refer their legal 

Malpractice cases to William F. McMurry and Associates 
Building referral relationships based on 

confidence and trust.
 

William F. McMurry is Board Certified  
as a Legal Malpractice Trial Specialist 
By the American Board of Professional 
Liability Attorneys (ABPLA.org)

The ABPLA is accredited by the ABA  
to certify specialist in the field of  
Legal Malpractice – SCR 3.130(7.40)

    

William F. McMurry will personally handle each case while 
some services may be provided by others.

Email Bill@CourtroomLaw.com
Call 502-326-9000 

LAW PRACTICE MANAGEMENT
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ABOUT THE AUTHOR
ROBERT A. (BOB) YOUNG is manag-
ing partner of English, Lucas Priest and 
Owsley, LLP, in Bowling Green, Ky. 
His 30-year career in law has primar-
ily focused on personal injury litigation. 
He is also a focused and respected 
mediator. Bob previously served as 
chair of the Task Force on Law Office 
Management for the Kentucky Bar 
Association. Bob is also involved exten-
sively in the American Bar Association, serving as Chair of the 
Law Practice Division Membership Development Committee. 
From August 2014 to 2015, he served as Chair of the Law Practice 
Division. He is now serving on the Law Practice Division Council. 
Follow Bob on Twitter at @BobYoungELPO.

Our firm currently uses LawPay. With LawPay, you can attach 
a secure payment link to your email, website, or invoices so that 
clients can pay you at their convenience from their computer, cell 
phone, or tablet. You can personalize your payment pages with your 
law firm’s information and logo to give clients a familiar, secure 
point-of-payment. It’s also recommended through all 50 state bars, 
60+ local and specialty bars, and the ABA as a vetted payment 
solution for the legal industry.

VIRTUAL RECEPTIONISTS
Shutting down your office means there will be no one to answer 
your phones. Likewise, when your office is closed, an answering 
machine does not create instant contact with a current or potential 
client. We all know that manpower is expensive. We also know 
that running a practice requires constant communication with your 
clients. 

There is a growing number of virtual receptionists. Lex Reception, 
Ruby Receptionists and Answer 1 are just a few. All of these ven-
dors allow your phone to be answered 24/7 for an immediate chat 
with a prospective client. 

Ruby Receptionists provides an app for its users. Ruby’s free app 
for Android, iPhone and iPad allows you to:  

• Hold your calls 

• Update your availability 

• Set call handling instructions 

• Check messages on-the-go 

• Return calls & texts with your business number
 
• Sync your contacts and calendar

USING TECHNOLOGY TO MARKET YOUR PRACTICE
Having watched the world change in front of our eyes due to 
COVID-19, we now find that the biggest challenge is staying in 
contact with our clients. This is why the use of social media has 
become a requirement for every attorney.

Today’s consumers are looking for easy ways to connect.  Although 
some networking occurs in person, most of the meaningful net-
working occurs now on social media. This is especially true when 
there are restrictions that prevent in person socialization. Facebook 
and Twitter are very easy to set up and use.   Social media is a great 
way to engage. Not having a social media presence means you are 
missing a vast opportunity to stay in touch with your clients. 

TAKING YOUR OFFICE ON THE GO
For years, when I left the office I carried a large briefcase and 
normally had my backseat filled with medical records that I was 
reviewing for a potential medical malpractice or pharmaceutical 
case. Now, when I leave the office, the only thing I normally take 
home with me is my iPad Pro. This device contains the following:

1. My entire office via Citrix

2. iTimekeep app

3. Ruby Receptionist app

4. All my social media to market my practice

5. A camera to take pictures and video 

6. Zoom app to participate in calls and any type of video-
conference 

7. Dropbox app and iAnnotate app to have the entire 
medical records of all my clients and potential clients

As a litigator, I always wonder what it would be like to be in the 
position of the defendant in a deposition. As someone who practices 
a great deal of medical malpractice, I often deal with the standard 
of care. With over 30 states having amended their rules of ethical 
conduct to include “technology competence,” is the “standard of 
care” for the way you practice different than it was 5-10 years ago? 
I think it is. There are a vast amount of resources available to you to 
help your clients, help you promote your practice and allow you to 
work from anywhere. These products will make you a better lawyer 
and create a more profitable practice. Change is good and in today’s 
time, necessary. Take advantage. 











































An Information Technology Audit is the examination 
and evaluation of the firm’s information technology 

infrastructure and its policies and procedures to determine 
whether the IT systems are up and available at all times, are 
safeguarding the firm’s assets, safeguarding data integrity 
and operating efficiently to achieve the firm’s established 
goals and objectives, including the firm’s responsibility 
to protect its clients’ data. IT auditors examine not only 
physical security controls but also overall business and 
financial controls that involve the IT systems to determine 
the risks to the firm’s information assets and help identify 
ways to minimize that risk.  

An IT Audit is not about ordinary accounting controls, 
traditional financial auditing, or compliance testing.
However, the auditor will assess the design and efficiency 
of controls to determine whether they are suitable to 
properly mitigate risk.Risk factors include system-related 
issues, change management and vulnerabilities and other 
factors related to your technology.In fact, a company’s  IT 
infrastructure brings a unique risk to the firm that would 
not exist without IT being present.  

Your reliance on your IT department or outside IT service 
provider can also be a risk depending on their technical 
ability and staffing level for the services expected of them. 
Without periodic evaluation and examination, these risks 
can become reality and go unchecked for extended periods 
of time.

As the firm’s chief executive officer, you are the person 
ultimately responsible to ensure that the IT systems and 
controls are aligned with the firm’s goals and legal require-
ments and are being managed, maintained, updated and 
kept current. In many cases, you are relying on your COO, 
an internal IT professional and/or your outside service 
provider to manage these risks. However, that reliance 
does not replace your ownership of this responsibility. It is 
therefore imperative that you understand what systems and 
policies are involved in protecting the firm’s data, how they 
work and the level of risk you and your firm will accept. 
When it comes to the acceptable level of risk, you should 
determine your Recovery Time Objectives (RTO) and your 
Recovery Point Objectives (RPO) and the cost per day of the 
firm being shut down.These metrics should be identified 
and included in your overall Disaster Recovery/Business 
Continuity plan. The development of a DR/BC plan should 
start with a Business Impact Analysis (BIA) which addresses 
these needs by practice area, office and for the firm overall. 
If your firm has not formalized a DR/BC plan for all poten-
tial disasters, you should begin that process. However, that 
is a subject for another time.

RTO is the length of time that a service level within your 
business must be restored after a disaster or disruption to 
avoid unacceptable consequences associated with a break 
in business continuity. For example, most firms feel that 
they cannot be without email for more than one day. The 
RTO for email would be 24 hours. Your IT system should, 
therefore, be designed around being able to meet this 
RTO. RPO is the maximum period in which data might be 
lost from an IT service due to a disaster or disruption. For 
instance, email may be needed within 24 hours, howev-
er, you may feel that your time and billing system can be 
down for one week before it negatively affects the business. 
These are metrics that you must plan with your manage-
ment team before deciding on your IT system design. These 
metrics should be published to the firm to set the expecta-
tion with the partners and will be what you will be graded 
against when a disaster occurs. Your internal IT department 
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For example, some of these risks include:

• Cyber-attacks through website or hosted platforms

• Infection by virus or malicious software

• Denial of service attacks

• Ransom attacks

• Phishing emails

• Loss or leakage of confidential information
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or outside service provider should be keenly aware of your 
specific RTO’s and RPO’s and manage to them. Of course, 
the level of risk you are willing to accept is always based on 
the cost to cover that risk. This is where an experienced IT 
consultant can assist you with developing your DR/BC plan 
and your IT system to meet those requirements.

To be certain that your IT system is being managed and 
maintained to meet these requirements, it is best practice 
to have an IT audit performed periodically to document 
your compliance level and provide a roadmap for reme-
diation when needed. This cannot be performed by your 
own IT department or service provider as they are the ones 
actually being audited. As you know from experience, there 
are many issues that arise in a normal business month that 
affect your IT systems. Some are more problematic than 
others and some are down-right disasters. Fixing problems 
during a crisis is often done with the goal to fix it ASAP. 
Some fixes are just temporary or workarounds. After every 
disruption event, your IT person or vendor should doc-
ument the changes made in your system and prepare a 
post-mortem written report for you and your COO that ex-
plains what happened, why it happened, lists what needs to 
be done to permanently fix the problem along with the cost 
of the fix. Unfortunately, most IT people have difficulty with 
documentation and these follow-up steps get lost once 
the crisis is averted and they get back to handling their 
backlog of work that built up during the crisis. Your COO is 
responsible for the management of his team and should be 
managing this process.

Over time, your well-designed system is no longer con-
figured the way it was initially and could eventually result in 
a slowness in your system causing the productivity of your 
attorneys and staff to suffer and ultimately a crash/outage. 
For these reasons, it is best to bring in an independent 
third-party IT auditor to verify and evaluate your IT systems.

This may seem daunting, but every law firm, regardless of 
size, must deal with these issues or face the cost of down-
time from an event that could probably have been averted 
with proper planning and regular system maintenance. An 
IT consultant can help you and your COO navigate these 
waters by explaining your technology, supporting your IT 
department as a resource for the more complex issues and 
solutions and providing on-going strategic advice to you 
and your management team.

An IT Audit should cover the following areas:

• Review of all documented policies and procedures, IT 
budget and actual IT spend

• Review of DR/BC Plan including RTO & RPO

• Basic internal & external security scan

• Patching process and status (servers, network devices, 
workstations)

• Endpoint security

• Network file share security

• Backup Redundancy

• Offsite backups and failover sites

• Sample file level data recovery

• Ransomware attacks prevention and response processes

• Active Directory accounts review

• Password policies (User and IT systems)

• Encryption (including server drive level encryption)

• Wireless network security

• Version status of applications

• Security logs archiving

• Review age of infrastructure hardware (servers, storage 
devices, network devices, switches, workstations,etc.) in 
all locations

• Review of physical server rooms, UPS, cooling systems/
ventilation, etc.

• Interviews with executive leadership, attorneys and staff 
around feedback of systems and IT support

• User services and training
Other areas that cause a system to fall out of compli-
ance include:

• The time involved to maintain the infrastructure is often 
put on the back- burner due to your IT department’s 
workload;

• Delaying infrastructure refresh of hardware and updat-
ing software;

• Cost of maintaining IT; and

• Lack of understanding the consequences of not per-
forming regular maintenance and refresh.
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